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At Harley Street Physiotherapy Group we respect your Privacy and are committed to
protecting and maintaining your trust and confidence in our management of your personal
data.

Your Privacy is important to us.

This notice informs you how we use the information you give us and how we protect your
privacy. It also explains your rights under the UK Data Protection Act (update 2018) and the
EU General Data Protection Regulations 2018 {GDPR). We abide by UK law and our data
protection regulator within the UK is the Information Commissioner's Office.

Background

Harley Street Physiotherapy Group offers services and products such as physiotherapy,
rehabilitation, sports medicine and women's health care to our clients.

We have three different locations where we offer our services:

e Harley Street Physiotherapy
o 3rd Floor (North ) 25 Wimpole Street , London W1G 8GL
e Harley Street Physiotherapy at Linklaters
o One Silk St, City of London, London EC2Y 8HQ, United Kingdom
e |ouise Jewers Physiotherapy
o The Hogarth Health Club, Airedale Avenue, Chiswick, West London, W4
2NW
e Sprint Physiotherapy and Wellness
o 2 Drayson Mews, London W8 4LY

What personal data do we collect?



e Name

e Contact details

e |nsurance details

e Medical records

e Referral letters and information from Consultants, GP or referrer.

We may collect this via telephone, email, letter, our website chat or forms, online booking
system or in person.

Where permitted by law, we may also receive information about you from 3rd parties such
affiliates, business partners, credit and fraud checking services, as well as third parties with
whom we have had no prior contact.

How do we use your data?

We are required by GDPR to only use your personal data for lawful reasons. This may be to
enable us to provide you with the services you request from us, because you have
consented to the use of your personal data, or because we are required by law to retain it.

e To carry out obligations arising from any contracts entered into between you and us.

e Medical record keeping.

e To provide and receive reports on your management between us and your referrer or
other, to whom you have given consent. You may request to see any information
before it is sent.

e To send information and reminders about your appointments or return calls
/texts/emails from you to us.

e To notify you about changes to our services.

e For audit purposes to improve our services.

e For invoicing you and/or your insurance company.

e To provide you with information, products or services that you request or we feel may
be of interest to you, where you have consented to be contacted for such purposes.

e With your consent up write case studies on your management.

Withholding required data may result in an insufficient service being provided.
Marketing and Newsletters

You are asked to opt in to this service before being contacted for these reasons.We may
contact you via post, phone, text or email to inform you of offers, news, updates or bulletins
we think you may be interested in.



You can opt out of this at any stage by emailing us; the email address for each location is
listed below:

e Harley Street Physiotherapy - info@harleystreetphysiotherapy.co.uk

e Harley Street Physiotherapy at Linklaters - info@harleystreetphysiotherapy.co.uk

e Louise Jewers Physiotherapy - info@louisejewersphysio.co.uk
e Sprint Physiotherapy and Wellness - info@sprintphsio.co.uk

You will not receive any unlawful marketing or spam.
We do not use any automatic systems for profiling or other purposes.
Sharing your data

We may share your personal details for invoicing purposes, insurance-related queries or
appointment scheduling with the following organisations:

e Our bookkeeping and administration team are a separate entity, Appnocrat Pty Ltd,
India.
e Credit reference agencies.

We do not disclose, sell or distribute email lists or your personal information with other
organisations and businesses or other third parties, unless we have obtained additional
consent from you.

Legal Basis for collecting and processing data

e Consent: You have given clear consent for us to process your data for specific
purposes.

e Legal Obligation: The processing is necessary for us to comply with the law e.g.
storing Medical records.

e Vital Interest: The processing is necessary to protect someone’s life e.g. next of Kin
information, in certain circumstances.

How long is your personal information retained by us?

The data is collected from you via telephone, email, letter and in person at reception or
during your consultation and subsequent treatments.

There is a legal obligation to retain medical records for at least 7 years from the date of last
treatment for adults and for children, eight years after their 18th birthday or until 25 years of
age. Your medical records may be kept indefinitely for legal purposes.
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What are your rights under GDPR Laws?

In certain circumstances, you have rights under data protection laws in relation to your
personal data. These include:

Right to:

e Request access, correction and removal of personal data.
e Object to processing of personal information.

e Restrict processing of personal information.

e Request moving, copying and transferring of personal data.
e Right to withdraw consent.

If you request access to your personal data, there will not be a fee unless the request is
excessive or repeated. All legitimate requests will be dealt with within 30 days of request.

Subject Access Requests should be made in writing via post or email to the Data
controller details whose contact details can be found at the end of this document.

Security

We take data security very seriously. We have robust physical, electronic and managerial
processes in place to prevent unauthorised access or disclosure and to safeguard and
secure your personal information.Paper medical records are kept in locked filing
cabinets.The clinic's electronic database and medical records are kept on password &
security protected hardware and also hosted by web-based third parties including Cliniko
(see links below). We will take all reasonable steps necessary to ensure your data is treated
securely and in accordance with this privacy policy. Emails containing information of a
sensitive nature containing medical information are sent via a secure encrypted email
service ( Egress).

Website & Cookies

Like many site operators, we collect information that your browser sends whenever you visit
our website (log data). This information about your use of our site includes details of your
visits, such as pages and resources accessed. Such information may include traffic data,
location data and other communication data. At present the only information collected is via
Google Analytics.

Use of Cookies



We may collect information about your computer, including IP address, operating system
and browser type, for system administration and in order to create reports. This is statistical
data about our users browsing actions and patterns and does not identify any individual.

The only cookies in use on our website are for Google Analytics. Google Analytics is a web
based analytics tool that helps website owners understand how visitors engage with their
website. Google Analytics customers can view a variety of reports about how visitors interact
with their website so they can improve it.

Like many services, Google Analytics uses first-party cookies to track visitor interactions as
in our case, where they are used to collect information about how visitors use our site. We
then use the information to compile reports and to help us improve our site.

Cookies contain information that is transferred to your computer's hard drive. These cookies
are used to store information, such as the time the current visit occurred, whether the visitor
had been to the site before and what site referred the visitor to the web page.

Google analytics collects information anonymously. It reports website trends without
identifying individual visitors. https://policies.google.com/privacy?hl=en. You can opt out of
google analytics without affecting how you use our site. For more information on opting out
of google analytics tracking across all websites click here

https://tools.google.com/dIpage/gaoptout

Third Party Links

On occasions, we include links to third parties such as Twitter, Instagram, Linkedin and
newsletters and other businesses. Where we provide a link, it does not mean that we
endorse or approve of that site’s policy towards visitor privacy. You should review their
privacy policy before sending them personal data. We cannot be responsible for the contents
or behaviour of third party sites.

EGRESS secure email - https://www.egress.com/privacy-policy

Google - https://policies.google.com/privacy?hl=en.

ICO information commission -

https://ico.org.uk/for-organisations/quide-to-data-protection/quide-to-the-general-data-protect

Practice Software - https://www.cliniko.com/policies/privacy/ personal contact details and

medical records.
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Changes to the privacy notice

Any changes to our privacy policy will be posted to this website at any time. You should
re-check the wording periodically. If there are any material changes to this policy, we will
notify you by placing a prominent notice on our website.

Data Controller
Harley Street Physiotherapy

e 3rd Floor (North) 25 Wimpole Street, London W1G 8GL
e Email : info@harleystreetphysiotherapy.co.uk
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